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Abstract

Risks associated with LNG production facilities are related to faults, failures, hazards, and
accident scenarios. Understanding and modeling all possible scenarios will support risk
prediction, prevention, or mitigation. This paper presents possible modeling approach to
integrate faults, failures, hazard, and accident scenarios using fault semantic network or FSN.
The proposed approach is applied on LNG production facilities to construct fault propagation
scenarios, qualitatively. The proposed approach is used to risks in different design and
operation activities.

1. Introduction

LNG is a valuable energy source that is receiving higher attention for cleaner and efficient
energy supply. There are risks associated with LNG production processes that require
appropriate safety analysis practices. Safety analysis is based on understanding all faults,
failures, hazards, and accident scenarios along with the associated risks that might occur in the
underlying LNG process. There are different sources to construct and verify these scenarios,
such as: (a) understanding process upsets using real time process data; (b) analyze process
equipment failures and the associated maintenance work; (c) analyze operational
troubleshooting data; (d) analyze fault simulation data; and (e) and analyze engineering design
data which includes hazard assessment reports. Risks should be explained and estimated for
each scenario from these sources which support decision making related to plant operation and
design.

There are different techniques used to reduce risks in LNG plant processes. Such as risk
analysis, mitigation, reduction, and management. Process monitoring techniques are developed
significantly so that it can provide fault propagation analysis and risk prediction prior to any
serious deviations or process upset. This is discussed by many researchers in different
disciplines and views. Predictive maintenance is used to estimate remaining life through
condition monitoring of equipment failures [1]. Predictive maintenance is mainly based on
understanding of equipment good condition and degradation criteria and use to predict
remaining life [2]. This technique is useful when one failure is assumed to contribute to the
degradation of process equipment [3]. This will be more complex when more than one failure

contributes to process degradation or upset. The understanding of equipment degradation with
7-1



IEEE NPSS (Toronto), UOIT, Oshawa, ON, 25 & 26 June, 2010

International Workshop on Real Time Measurement, Instrumentation & Control [RTMIC]

multiple failures requires developing fault propagation scenarios with the consideration of
multiple failures. This paper presents a method to model multiple fault propagation models
with degradation and process condition information that are used for accurate fault and accident
forecasting. This paper will discuss practical modeling approach for faults, failures,
degradations, hazards, and accident scenarios using fault semantic network or FSN which will
enable the integration among these scenarios in qualitative and quantitative manner. The
proposed modeling approach is applied on LNG production plants to provide risk-informed
decisions related to design and operational activities. The first section will provide an
introduction about LNG process. This is followed by fault / accident modeling with examples
from LNG plants. This is followed by the proposed FSN representation mechanism. Finally,
system design and implementation is explained, which is followed by conclusions.

2. LNG Process Description

Liquefied natural gas, or LNG, is natural gas, mainly methane (CH4). It is temporarily
converted into liquid form for ease of storage and transportation. Typically, it is converted into
liquid when the production location is far from the usage location. The process starts with
treatment in a gas processing units where higher molecular weight hydrocarbons, sulfur
compounds and water are removed. This is followed by feeding treated gas into the liquefaction
process where it is cooled down. The cooling is typically done using two or three cooling cycles
so that the liquefaction temperature reaches -160°C (- 256 °F). The cold liquid LNG is then
moved to well-insulated storage tanks at atmospheric pressure. These tanks are loaded into
LNG tankers for distribution / shipment. Each of the cooling cycles requires a very large
compression train which is usually driven by a gas turbine. In Qatar, the 8 Mtons/y plants are
typically based on three trains each is driven by a 125MW Fr9E gas turbine.

There are several LNG accidents that happened in the past. Some of these accidents led to fire
and explosion. For example, in October 1944, Cleveland, Ohio, particularly, at the Cleveland
peak-shaving plant a tank failed and spilled its contents into the street and storm sewer system.
The resulting explosion and fire killed 128 people. The tank was built with a steel alloy that had
low-nickel content, which made the alloy brittle when exposed to the extreme cold of LNG.
Other LNG accidents led to spills or leak. For example, early 1965, Methane Princess Spill -
LNG discharging arms were disconnected prematurely before the lines had been completely
drained, causing LNG liquid to pass through a partially opened valve and onto a stainless steel
drip pan placed underneath the arms. This caused a star-shaped fracture to appear in the deck
plating in spite of the application of seawater. The analysis of these accidents will provide basis
to develop accident forecasting techniques [5].

3. Fault/ Failure / Hazard / Accident Modeling

Fault is defined as abnormal situation of process or equipment. Faults can be interpreted as
symptoms for failures. For example, high pressure is fault in process vessel, which might be
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associated with failure like clogged outlet pipes. Hazard is the potential to cause harm to human,

facility, or environment. Electric shock or fire could be hazards that might cause harm to human,

facility, or environment. Accident is the unpleasant outcome of failure escalation that are

associated with losses in human, facility, or environmental stresses. Hazard is the logical factor

that if happened might lead to accidents. Figure 1 shows example of corrosion as initial event

that might lead to leak. Both are failures. Hazard such as fire might be caused by the leak along

with other factors, i.e. the three triangle of the fire: heat, oxygen, and fuel. Fire might be

escalated to an accident.

Failure Failure

Hazard

Accident

Low Pressure Low Pressure

Low Temperature Low Temperature

Low Flowrate Low Flowrate

Low Pressure

Low Flowrate

High Pressure

High Temperature High Temperature

Low Flowrate

Figure 1. Example of Fault, Failure, Hazard, and Accident Models

The capturing of failures, faults, hazards, and accident are performed in different time frame and

by different groups and systems. Table 1 shows possible data capturing of these elements and the

corresponding time / groups.

Table 1. Data Capturing Cycle of Fault, Failure, Hazard, and Incident/Accident

Fault Failure Hazard Accident / Incident
Design Y Y Y N
Procurement N Y N N
Installation Y Y Y Y
Operation Y Y Y Y
Maintenance Y Y Y Y

Failure, fault, hazard, and accident causation models are structured and represented using FSN,

as explained in the following section.

4. Fault Semantic Network (FSN)

In view of the proposed process model using Plant Process Object Oriented Modeling
Methodology (POOM), fault semantic network is utilized to construct flexible fault knowledge
structure in qualitative manner, as shown in figure 4. Initially FSN is constructed based on
ontology structure of fault models on the basis of POOM where FM or failure mode is
described using symptoms, enablers, process variables, causes, and consequences. Rules are
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associated with each transition of the causation model within FSN, as shown in figure 2. For
example, failures related to leak might be associated with rules such as “IF (Structure.Material
= (X orY)) and (PV= Pressure) and (Dev = Very-High) THEN (FM = Fracture).” These rules
are initially defined in generic form based on domain knowledge, i.e. regardless of plant
specific knowledge. These rules are further explained for plant specific, i.e. rules associated for
tank-1 and pipe-2. Formal language is proposed to represent process domain knowledge and
safety control rules, as explained in [4]. Formal language facilitates the synthesis and validation
of fault models within FSN. The constructed FSN will be maintained and utilized as part of the
proposed fault simulator as explained in the next section.

Risk
Element
CaFrl . CoPrl
Cafra O FPr1 Q CoPr2
CalFr3 O Q CoPr3
Tank-1 —| Pipe-1 —{ Valve-1 |3 Pump-1 | Valve-2 | 3 Tank-2

Figure 2. Fault Semantic Network

Risk element is identified for each hazard / fault propagation scenario from the (root) causes to
the final consequences. In figure 2, there are three possible risk elements associated with
consequence-1: [a] cause-1, failure-1, consequence-1; [b] cause-2, failure-1, consequence-1; and
[c] cause-3, failure-1, consequence-1. CaFrl is used to define the frequency of cause-1. FPrl is
the probability that failure-1 will occur (i.e. due to any cause). CoPrl is the probability that
consequence-1 will occur (i.e. due to any cause & failure). We consider total magnitude of the
consequence is Colm1, which is the total impact of consequence-1. For independent events, total
risk associated with consequence-1 is shown in equation [Eq1].

R(Consequence-1) = [(CaFrl + CaFr2 + CaFr3) * FPr1 * CoPr1] * Colm1 [Eql]
Similarly, total risk of consequence-2 and consequence-3 can be computed. In case, events are
dependent, then Bayesian theorem should be used to determine the total risk based on
dependencies for cause-1, cause-2, and cause-3. as shown in equation [Eq2].

P(AIX)P(X)

P(X|4) = ZAXE

[Eq2]

5. System Design & Implementation

The structure of the proposed FSN follows the design explained by Gabbar [4].The proposed
FSN is developed in two layers: static (or offline) and dynamic (or online). Static FSN includes
failure / fault / hazards / accidents as structured and linked in the form of causation models,
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which are associated with process equipment, as individually and between adjacent process
equipments. Dynamic FSN is constructed using dynamic real time or simulated process data
from operation, maintenance, safety, and control. In the following section, the system
architecture to manage FSN is explained.

5.1 Proposed System Architecture

The proposed system architecture, as shown in figure 3, is selected carefully to capture
gualitative / quantitative fault, failure, hazard, and accident data. Real time data is captured
from DCS and analyzed using code written in Matlab/Simulink. CAPE-ModE [4] is developed
within MS Visio to capture and structure process design models for Process Block Diagrams
(PBD), Process Flow Diagram (PFD), and Piping and Instrumentation Diagram (P&ID), based
on ISA-S95 / 88. FDS, or fault diagnostic system, is developed to construct fault models using
gualitative — quantitative, and deterministic and probabilistic techniques. Fault simulator
engine is developed within Matlab / Simulink where fault propagation, equipment reliability,
material degradation are calculated and used to construct / maintain fault/failure propagation
models. CFD or computational fluid dynamics tool is used to evaluate the granular level of
process and equipment condition data such as temperature/pressure profile within a process
vessel, or corrosion profile in pipeline body.

Physical Plant

DCs

Process Modeling

User Interface Fault Modeling

Fault Simulator \| Process Design, Fault,

(Matlab)

Failure, Hazard,
Accident, Risk Data

Process
Simulator / CFD

Figure 3. Proposed System Architecture for Failure, Fault, Hazard, and Accident Data Acquisition

5.2 Fault - Failure — Hazard — Accident Knowledge Modeling

The structure of process equipment data group has been designed based on Plant/Process
Object-Oriented Modeling Methodology (POOM) where plant structure, behavior, operation,
control, and functional views along with the interrelation among them are described in
hierarchical manner. Failure and faults are represented in generic level and plant equipment
specific level, FM-ID is used to represent both faults and failures. Faults are the combination of
process-variable and deviation, e.g. High Pressure. Failures are mechanical, electrical, or
material failures. For example, corrosion is a mechanical failure, short-circuited is electrical
failure, and material degradation / contamination is a material failure. Human failure / fault
could be represented in the same way. For example, human concentration degradation is a fault,
while human looses concentration is a failure. Hazard and accidents are modeled in header and
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details entities which are linked with lessons learned and controls available / proposed at each
step in the causation mode. The controls could be for prevention, mitigation, or detection.
Controls could be in the form of actions like engineering, administrative, or operational
activities. Figure 4 shows the relationships developed in FSN database, within MS Access.
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Figure 4. Snapshot of the Relationships in FSN Database
Accident data are collected in excel file which includes two major sheets: header and details.

5.3 LNG Failure / Fault / Hazard / Accident Data Acquisition

The proposed accident analysis focuses on accidents related to LNG (Liquefied Natural Gas),
GTL (Gas to Liquid), and NGL (Natural Gas Liquids) processes. At the beginning, engineer
will define related set of equipment classes along with their parent class such as “PUMP” and
“CENTRIFUGAL PUMP”. Each class is defined as ID and description. Equipment class is
related to function, component, and process variables, as shown in figure 5.

Add / Modify Equipment- Class-Eq-FM
Failure Class Consequence / Cause-ID
Class-Eq-ID Name
FM . | Type (Control, FM, Human
(facility to copy from one |\ . Factor, PV-Dev, External /
class to another) \\ Environment, Material,
\ N Organizational)

“.| Equipment FM Function
: Function-ID
Name

PV-ID
Location (Inlet, Outlet,
Inside)

Figure 5. Proposed Data Acquisition Process
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6. Conclusion

LNG production facilities are facing challenges to reduce risks. Fault, failure, hazard,
and incident/accident are different views that might lead to operational risk in LNG
facilities. It is important to provide systematic modeling technique to integrate these
views. Fault semantic network or FSN is proposed to integrate these views in generic
level and plant specific level. Causation models are developed to link causes, failures,
consequences, and controls involved at each escalation step. Fault / failure propagation
is linked with hazards and accidents to enable the accurate risk calculation of different
accident scenarios while knowing all possible root causes and their propagation and the
appropriate controls. FSN is designed to systematically integrate these views and
facilitate the data acquisition during process engineering design, operation,
maintenance, and other lifecycle activities. Process variables are identified with each
fault / failure scenario so that real time and simulated data can be analyzed and linked
with hazard / accident scenarios. Failure and accident data are captured from previous
LNG accidents and maintenance data to validate the proposed design of FSN.
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